
Acrobat X Action: Password Security
This action applies password security to a file or a folder of files.

This action will not work on files that are already password protected unless your preferences are set up to allow 
it. Go to Acrobat>Preferences (Mac) or Edit>Preferences (Win) and select Action Wizard from the Categories on 
the left side. Under Security Method: choose Password Security. With this preference set, when you are running 
an Action on a file with password security already applied, you will be prompted for the password and then the 
action will proceed. 

How to Run this Action on Files that are Already Password Protected



How to Install this Action
If the attachments panel on the left is not already open, click on the paper clip icon to open it. 
Double click on the action in the attachments panel. Select Import. Then either choose Close to save the ac-
tion in the Action Wizard for future use or choose Run to run the action right away. 

Running this Action
1. Select Tools near the right in the top menu bar. 
2. Select Action Wizard in the Tools pane.
3. Select Password Security from the Actions list. You may have to select More Actions first to be able to 
see the Password Security action.
4. The following dialog box will appear. 

5. Select Next to start the action. Once you are familiar with how this action operates, you can click the box on 
the bottom left that says, “Don’t show again for this Action.” Then when you select the action, you will move 
directly to file or folder selection. 



6. In the Select Files dialog box that comes up next, you can select individual files or folders of files or both on 
which to run the action. 



7. Once you have selected your files, the action begins. As each file opens, you will be reminded to change the 
passwords in the next step. Click on the bottom line in the yellow box to move to the next step. 

To run this action on a folder of files or multiple files without being reminded to change the passwords 
on every file, edit the action to delete the instruction step. Go to Tools>Action Wizard>Edit Actions. Se-
lect Password Security then click the Edit button on the top right. Move your pointer over the yellow bar 
in the Steps section. You will see an X appear on the top right of the yellow bar. Select the X to delete the 
instruction step. Then select Save, Save, Close and you’re done. 

How to Speed Up this Action on Folders or Multiple Files

8. The Password Security-Settings dialog box appears. Be sure to change both passwords from their defaults and 
change the permissions to fit your needs.  



9. Enter the new Permissions Password you just set.  

10. Now you will be prompted for a file name and save location. Enter the appropriate information.

11. After you have saved the file, you will receive a notice that your Action is Completed along with the file path 
showing where the new PDF is saved. 



<</Commands [/c <<	/0 [/c <<		/Config [/c <<			/UIPolicy [/i 3]
>>]
		/HandlerName [/a /PauseCmd]
		/Params [/c <<			/Instructions [/t (The default Document Open Password is password1. The default Change Permissions Password is password2. To secure your documents you must change both passwords and set the security options to fit your needs.  )]
			/ScreenName [/t (Change passwords in the Next Step.)]
>>]
		/Title [/t (Pause)]
>>]
	/1 [/c <<		/Config [/c <<			/UIPolicy [/i 0]
>>]
		/HandlerName [/a /DocSecurity]
		/Params [/c <<			/CryptHandler [/a /Standard]
			/SecuritySettings [/c <<				/EncryptAttachmentsOnly [/b false]
				/EncryptionMethod [/i 6]
				/HasOwnerPW [/b true]
				/HasUserPW [/b true]
				/KeyLength [/i 16]
				/OwnerPW [/s (password2)]
				/PDPerms [/i 2924]
				/PlaintextMetadata [/b false]
				/Revision [/i 4]
				/UserPW [/s (password1)]
				/Version [/i 4]
>>]
>>]
		/Title [/t (Encrypt)]
>>]
>>]
/Description [/t (This action applies password security to a file or a folder of files. )]
/Input [/c <<	/FileVariation [/i 2]
>>]
/Output [/c <<	/AddToBaseName [/b false]
	/DontOverwrite [/b true]
	/EmbedIndex [/b false]
	/FileVariation [/i 1]
	/HandleOutput [/b true]
	/NumbericNaming [/b false]
	/OptimizePDF [/b false]
	/PresetName [/t (Standard)]
	/RunPDFOptimizer [/b false]
>>]
>>

